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DETAILED ACTION 

The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior office action. The previous office action(s) is/are incorporated by 
reference in its/their entirety. The examiner assumes that the applicant agrees with any 
well-known prior art statements and/or rejections made by the examiner in the previous 
office action(s) that were not argued. Any objections or rejections not repeated below 
for record are withdrawn due to applicant's amendments and/or arguments. 

Claims 1-33 are pending. 

Response to Arguments 

Applicant's arguments filed 7/1 1/2005 have been fully considered but they are 
not persuasive. The examiner notes that no amendments were submitted, only 
arguments. 

Applicant argues that as per claims 1 and 15, Tello and Angelo do not disclose or 
suggest a hash function module in communication with a random number generating 
module. The examiner respectfully disagrees. As applicant points out, in column 8, 
lines 10-16, Tello discloses an algorithm that generates hash numbers H1 , H2, and H3 
which are then encrypted to generate H1\ H2', and H3\ The examiner submits that the 
encryption of the hashed numbers reads on the limitation being argued. A person 
would not be able to predict what the output from the encryption module would be, so 
for all intents and purposes, the encrypted outputs are random numbers. The examiner 
further submits that encryption keys are usually random numbers as they are the most 
secure keys. Encryption using a random number would generate a random number. 
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Applicant argues that as per claims 1 and 15, Tello and Angelo fails to discloses 
an encryption module in communication with at least one memory. The examiner 
disagrees. The cited passage clearly shows registers on the smart cards that are read 
to determine the type of smart card used. A register is a type of memory. Applicant 
further notes that as per claim 1 , a memory is in communication with an encryption 
module and argues that the smart card of Tello does not correspond to the memory of 
the present invention. The examiner notes that the limitations of claim 1 being argued 
states "at least one memory in communication with said host" and "an encryption 
module in communication with said at least one memory." This language implies that 
there can be more than one memory or groups of memory. The examiner submits that 
the memory in communication with the host is the flash memory cited on column 9, lines 
21-31. The memory in communication with the encryption module is the registers on 
the smart card previously mentioned. The examiner submits that the registers on the 
smart card and the flash memory comprise "at least one memory". 

As per claim 25, applicant argues that Davis, Tello, and Angelo do not disclose 
determining a second bit string corresponding to the random number and instead Davis 
only discloses generating a random number. The examiner asserts that the definition of 
"determine" is "to establish or ascertain, as after consideration, investigation, or 
calculation." The examiner submits that generating the random number is the same 
thing as determining the second bit string as this number/second bit string was only 
known after the calculation for the random number was performed. 
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Applicant further argues for claim 25 that Davis does not disclose "encrypting the 
second bit string with a public key to generate a third bit string." Applicant is correct. 
However, the examiner cited that Davis discloses "encryption the second bit string with 
a key to generate a third bit string." The examiner then stated that the use of a public 
encryption key for encryption purposes was well known and it would have been obvious 
to one of ordinary skill to use a public key as the key of choice as it was an arbitrary 
choice. Applicant disagreed with this statement and stated that each type of key has its 
advantages and drawbacks and certain types of keys may not be appropriate for certain 
applications. Applicant makes a good point. However, the examiner respectfully points 
out that the examiner further used Tello in the rejection and Tello taught that for this 
type of invention, any type of key might be used without materially changing the 
functionality of the invention. Therefore, the limitation as recited does not patentably 
distinguish from the spirit of the combination invention of Davis, Tello, and Angelo. 

Applicant then argues for claim 25 that Davis does not teach outputting a function 
enable signal in accordance with the comparison between the third and first bit strings. 
Applicant states that column 14, lines 1-7 does not disclose this limitation. The 
examiner respectfully asserts that column 13, lines 53-55 was cited for this limitation 
and that the confirmation signal reads on the enable signal. 

The rest of applicant's arguments are directed towards the dependent claims and 
states that the dependent claims should be allowed as applicant believes that the 
independent claims are allowable. The examiner believes he has traversed all of 
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applicant's arguments for the independent claims and have shown that they are not 
allowable, as such the dependent claims are also not allowable. 

The rejections from the last office action are repeated below for record. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

^a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-4, 6-16, and 18-24 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Tello (US 6,463,537) in view of Angelo et al (US 6,370,649). 

Claim 1: 

Tello discloses an apparatus for enabling functionality of a component (col 4, 
lines 57-63 and Fig 1), said apparatus comprising: 

1 . A random number generating module for generating a random number (col 8, 
lines 33-39 and col 15, lines 5-19). Note that usage of the RSA algorithm 
requires that there must be a random number generator. 

2. A hash function module in communication with said random generating module 
(col 8, lines 10-16). 

3. A host (i.e. computer, Fig 1) in communication with said random number 
generating module (col 8, lines 33-39 and col 15, lines 5-19). 
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4. At least one memory in communication with said host (col 9, lines 21-31). 

5. An encryption module in communication with at least one memory (col 24, lines 
46-50). 

6. A comparing device in communication with said encryption module and said hash 
function module (col 16, lines 40-55). 

7. Wherein said comparing device compares a first bit string to a second bit string 
to generate a function enable output for the component (col 15, lines 52-65 and 
col 16, lines 13-26). 



Tello does not disclose wherein said host is configured to receive a guess 
passcode from a manufacturer of the component. However, Angelo teaches a 
computer system that implements a fail-safe password system that allows the 
manufacturer to securely supply a password to users (col 1 , line 65-coI 2, line 3). In 
light of this, it would have been obvious to one of ordinary skill in the art at the time the 
applicant's invention was made to have modified Tello's apparatus according to the 
limitations recited in claim 1 . One of ordinary skill would have been motivated to 
incorporate Angelo's teachings because it allows for a hardened password security 
infrastructure (col 3, lines 18-20). 

The examiner notes that even without Tello's teachings, it is common knowledge 
wherein a host is configured to receive a guess passcode from a manufacturer of a 
component — i.e. a cable decoder box, for example, receives entitlement messages from 
the cable company which reads on a guess passcode and enables a television set to 
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display a descrambled show. It would also have been obvious to one of ordinary skill in 
the art to have modified Tello's apparatus according to the limitations recited in claim 1 
in light of such common knowledge and one of ordinary skill would have been motivated 
to do so as it would provide a way for a manufacturer of a component who also sells 
subscription to digital content to maintain control of the digital content and only allow 
customers who have paid for the content to get access. 
Claim 2: 

Tello further discloses said hash function module further comprises a one-way 
hash function module configured to receive a pre-image input and output a hash value 
using a one-way has function algorithm (col 7, lines 64-66). 
Claim 3: 

Tello further discloses said encryption module further comprises a public key 
encryption module, said public key encryption module being configured to receive a 
public key and a guess passcode from said at least one memory area as inputs and 
generate a ciphertext bit string as an output (col 19, lines 12-25; col 24, lines 13-50; and 
col 37, lines 27-42). 
Claim 4: 

Tello further discloses wherein said at least one memory further comprises: 
1 . A guess register in communication with said host and said encryption module, 
said guess register being configured to receive a guess passcode from said host 
(col 24, lines 46-50). 



Application/Control Number: 09/685,885 Page 8 

Art Unit: 2135 

2. A public key module in communication with said encryption module, said public 
key module being configured to store a public key therein (col 15, lines 6-9). 
Claim 6: 

Tello further discloses said apparatus further comprises a selecting device for 
selecting at least one of the function enable output and bonding option output (col 9, 
lines 33-44). 
Claim 7: 

Tello further discloses said selecting device further comprises an OR gate having 
at least one input for receiving the function enable output and the bonding option output 
(col 13, lines 1-56; col 19, lines 12-25; and col 37, lines 27-42). 
Claim 8: 

Tello further discloses said bonding option circuit comprising a pull up resistor in 
communication with the OR gate and a power supply and a switch in communication 
with a ground potential and said OR gate (col 9, lines 59-62 and col 12, line 65-col 13, 
line 5). 
Claim 9: 

Tello further discloses said selecting device further comprises: 

1 . A multiplexer having at least one multiplexer input in communication with the 
comparing device and a multiplexer output (col 13, lines 5-49). 

2. A selection circuit in communication with the at least one multiplexer input (col 
13, lines 5-49). 
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3. A bonding option circuit in communication with the at least one multiplexer input 
(col 9, lines 33-49 and col 12, lines 35-45). 

4. Wherein said multiplexer is configured to receive a selection input from the 
selection circuit that is used to determine whether to enable functionality of said 
component in accordance with the bonding option output or the function enable 
output (col 9, lines 33-49; col 12, lines 35-45; col 19, lines 12-25; and col 37, 
lines 27-42). 

Claim 10: 

Tello further discloses said selection circuit further comprises: 

1 . At least one first non-volatile memory location having at least one first selection 
bit stored therein (col 7, line 63-col 8, line 4 and col 15, lines 1-36). 

2. At least one second non-volatile memory location having at least one second 
selection bit stored therein (col 8, lines 40-49 and col 15, lines 1-36). 

3. An OR gate having a first input, a second inverted input, and a logic output, said 
first input being in communication with said at least one first non-volatile memory 
location and said second inverted input being in communication with said at least 
one second non-volatile memory location (col 19, lines 12-25 and col 37, lines 
27-42). 

4. Wherein said selection circuit is configured to generate a selection indicator on 
the logic output of the OR gate in accordance with the at least one first selection 
bit and said at least one second selection bit (col 13, lines 6-58). 

Claim 11: 
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Tello further discloses said first bit string further comprises a ciphertext bit string 
generated by the encryption module (col 15, lines 52-65; col 16, lines 13-26; and col 20, 
lines 1-23). 
Claim 12: 

Tello further discloses said second bit string further comprises a hash value 
generated by said hash function module (col 16, lines 30-32). 
Claim 13: 

Tello does not explicitly disclose said comparing device further comprises a 
comparator. However, a comparator must be used or a comparison would not be 
possible. 
Claim 14: 

Tello further discloses said component further comprises at least one of a 
network switch and a media access controller (col 11, lines 49-52). 
Claim 15: 

Tello discloses a component for selectively enabling functionality of an electronic 
device, said component comprising: 

1. Means for generating a random bit string (col 8, lines 33-39 and col 15, lines 5- 
19). 

2. A hash function module in communication with said means for generating (col 8, 
lines 10-16). 

3. Means for acquiring a guess passcode in communication with said means for 
generating (col 9, lines 20-24 and col 24, lines 46-50). 
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4. An encryption module in communication with said means for acquiring (col 24, 
lines 46-50). 

5. A comparing device in communication with said encryption module and said hash 
function module, said comparing device having an output for transmitting a 
functionality enable signal therefrom (col 15, lines 52-65; col 16, lines 40-55; and 
col 16, lines 13-26). 

Tello does not disclose wherein the means for acquiring the guess passcode is 
configured to acquire the guess passcode from a manufacturer of the electronic device. 
However, for the same reasons and motivations given in claim 1, it would have been 
obvious to one of ordinary skill in the art at the time the applicant's invention was made 
to have modified Tello's component according to the limitations recited in claim 15 in 
light of Angelo's teachings (or in light of common knowledge in the art). 
Claim 16: 

Tello does not explicitly disclose wherein said means for generating further 
comprises a random number generating module, wherein said module is configured to 
receive an initiate signal and output a random number. However, Tello discloses usage 
of the RSA encryption algorithm (col 8, lines 33-39 and col 15, lines 5-19), which 
requires the usage of a random number generating module. The module must be able 
to output a random number when an initiate signal is received. 
Claim 18: 
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The limitation of claim 18 is substantially similar to claim 2 and is rejected for the 
same reasons. 
Claim 19: 

Tello further discloses wherein said means for acquiring a guess passcode 
further comprises: 

1. A host in communication with said means for generating (col 15, lines 7-11). 

2. A guess register in communication with said host (col 9, 20-24 and col 24, lines 
46-50). 

3. The random bit string (col 9, lines 20-25 and col 15, lines 20-27). 

Tello does not disclose wherein said host is configured to receive a guess 
passcode from a manufacturer corresponding to the random bit string. However, for the 
same reasons and motivations given in claim 1, it would have been obvious to one of 
ordinary skill in the art at the time the applicant's invention was made to have modified 
Tello's component according to the limitations recited in claim 19 in light of Angelo's 
teachings (or in light of common knowledge in the art). 
Claim 20: 

Tello further discloses wherein said encryption module further comprises: 

1. A public key encryption module (col 15, lines 6-9). 

2. A public key module in communication with said public key encryption module 
(col 15, lines 6-19). 
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3. Wherein said public key encryption module is configured to receive a public key 
from said public key module and a guess passcode from said means for 
acquiring, and generate a ciphertext bit string therefrom (col 8, lines 5-9; col 19, 
lines 12-25; and col 37, line 26-col 38, line 7). 
Claim 21: 

Tello further discloses said component further comprising: 

1. A bonding option circuit in communication with said comparing device (col 9, 
lines 33-49 and col 12, lines 35-45). 

2. An OR gate in communication with said comparing device (col 12, line 67-col 13, 
line 5). 

3. Wherein said OR gate is configured to select the functionality enable signal from 
the comparator or an output from the bonding circuit in order to generate a final 
enable output (col 9, lines 33-49 and col 13, lines 1-56). 

The examiner also notes that the limitation as recited in claim 21 is an obvious 
way of using an OR gate to generate a final enable output as the output from the 
comparing device naturally would enable a device on a successful comparison while the 
output from the bonding option circuit can be used as a bypass circuit, which are known 
in the art and one of ordinary skill would be motivated to use one for testing purposes. 
Claim 22: 

Claim 22 recites limitations substantially similar to claim 8 and is rejected for the 
same reasons. 
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Claim 23: 

Claim 23 recites limitations substantially similar to claim 13 and is rejected for the 
same reasons. 
Claim 24: 

Claim 24 recites limitations substantially similar to claim 14 and is rejected for the 
same reasons. 

Claims 5 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Tello (US 6,463,537) in view of Angelo et al (US 6,370,649) and further in view of 
Couch et al (US 5,383,143). 
Claims 5 and 17: 

Tello and Angelo do not explicitly disclose the limitations as recited in claims 5 
and 17. However, the examiner asserts that it is well known in the art of digital logic to 
use a linear feedback shift register to generate random numbers. This is also disclosed 
by Couch (col 5, lines 7-9). Further, the use of NAND gates and inverters in 
communication with each other as well as other digital circuitry are also well known. 
The use of a NAND gate (as well as other types of logic gates) in the art of digital logic 
to receive an activation pulse to control other digital circuitry is also well known and is 
common practice in the art. In light of the above, it would have been obvious to one of 
ordinary skill in the art at the time the applicant's invention was made to have modified 
Tello and Angelo's combination invention according to the limitations recited in claim 5 
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and 17. One of ordinary skill would have been motivated to do so as because of 
common practice in the art and because Couch discloses the use of a linear feedback 
shift register to implement a random number generator would result in an efficient 
design that has a large degree of functionality in a small circuit surface area (col 4, lines 
33-40). 



Claims 25-33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Davis et al (US 5,577,121) in view of Tello (US 6,463,537) and further in view of Angelo 
et al (US 6,370,649) 
Claim 25: 

Davis discloses a method for enabling functionality of an electronic component, 
said method comprising the steps of: 

1. Generating a random number (col 13, lines 6-8). 

2. Calculating a first bit string from the random number (col 13, lines 9-10 and 18- 
25). 

3. Determining a second bit string corresponding to the random number (col 13, 
lines 36-46). 

4. Encrypting the second bit string with a key to generate a third bit string (col 13, 
line 36-42). 

5. Comparing the third bit string to the first bit string to determine at match (col 13, 
line 53-55). 
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6. Outputting a function enable signal in accordance with the comparison (col 13, 
lines 53-55). The confirmation signal represents the enable signal. 

Davis does not disclose the second bit string was encrypted using a public 
encryption key. 

However, the examiner asserts that the use of public encryption keys for 
encryption purposes was well known in the art at the time the applicant's invention was 
made. It would have been obvious to one of ordinary skill to have used a public 
encryption key as the type of encryption key used is an arbitrary choice. Further, Tello 
discloses encryption using a public encryption key (col 8, lines 33-39). In light of this, it 
would have been obvious to one of ordinary skill to have modified Davis's method to 
encrypt the second bit string with a public key to generate a third bit string. One of 
ordinary skill would have been motivated to incorporate Tello's teachings because Tello 
discloses a similar enabling invention as Davis and Tello discloses that almost any key 
algorithm can be used without materially changing the functionality of the invention (col 
8, lines 36-39), therefore the use of a public key is an arbitrary choice. 

Davis also does not disclose wherein the step of determining the second bit 
string comprises receiving the second bit string from a manufacturer of the electronic 
component. However, for the same reasons and motivations given in claim 1 , it would 
have been obvious to one of ordinary skill in the art at the time the applicant's invention 
was made to have modified the combination method of Davis and Tello according to the 
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limitations recited in claim 25 in light of Angelo's teachings (or in light of common 
knowledge in the art). 
Claim 26: 

With respect to claim 26, Davis meets the limitation of "wherein said step of 
calculating a first bit string further comprises calculating a hash value of said random 
number" is met on column 17, lines 42-52 and column 14, lines 43-47). The examiner 
notes that applicant did not argue this limitation in the last office action, so assumes 
applicant agrees Davis meets this limitation. 
Claim 27: 

With respect to claim 27, Davis meets the limitation of "transmitting the random 
number to a manufacturer" on col 13, lines 8-10; "calculating a guess passcode 
corresponding to the random number" is met on col 13, lines 18-22; and "receiving the 
guess passcode in a host" is met on col 13, lines 23-29. The examiner notes that 
applicant did not argue this limitation in the last office action, so assumes applicant 
agrees Davis meets this limitation. 
Claim 28: 

With respect to claim 28, Davis meets the limitation of "receiving a guess 
passcode from a host" on column 13, lines 55-60 and "receiving a public key and 
encrypting the guess passcode and the public key to generate a ciphertext bit string" is 
met on col 13, lines 55-63. The examiner notes that applicant did not argue this 
limitation in the last office action, so assumes applicant agrees Davis meets this 
limitation. 
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Claim 29: 

With respect to claim 29 t Davis meets the limitation of "receiving the third bit 
string at a first input of a comparator; and receiving the first bit string at a second input 
of the comparator; determining if the first bit string matched the second bit string" on col 
13, lines 66-67 and col 14, lines 1-3. Davis also meets the limitation of "outputting a 
match signal if a match is determined (col 14, lines 3-7). The examiner notes that 
applicant did not argue this limitation in the last office action, so assumes applicant 
agrees Davis meets this limitation. 
Claim 30: 

With respect to claim 30, the limitation of "wherein said outputting step further 
comprises the step of determining a final output enable signal from a bonding option 
output signal and the function enable signal" is met inherently on column 14, lines 3-10. 
The examiner notes that applicant did not argue this limitation in the last office action, 
so assumes applicant agrees Davis meets this limitation. 
Claim 31: 

Davis does not explicitly disclose the limitations recited in claim 31. However, 
claim 31 contains limitations substantially similar to the limitations recited in claim 21 
which were rejected using Tello. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the applicant's invention was made to have 
incorporated Tello's teachings with Davis's method according to the limitation recited in 
claim 31. One of ordinary skill would have been motivated to incorporate Tello's 
teachings as Tello discloses that his invention would provide for a means for controlling 
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access to a computer and sensitive data stored on it at the pre-boot phase and during 
operation of the computer (col 4, lines 57-61). 
Claim 32: 

With respect to claim 32, Davis meets the limitation of "wherein said transmitting 
step further comprises communicating with the manufacturer through at least one of an 
internet connection, a dial up connection, and a voice connection to obtain the guess 
passcode" on col 17, lines 18-22. The examiner notes that applicant did not argue this 
limitation in the last office action, so assumes applicant agrees Davis meets this 
limitation. 
Claim 33: 

Davis does not explicitly disclose the limitation recited in claim 33. However, 
claim 33 contains limitations substantially similar to the limitations recited in claim 14 
which were rejected using Tello. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the applicant's invention was made to have 
incorporated Tello's teachings with Davis's method according to the limitation recited in 
claim 31 . One of ordinary skill would have been motivated to incorporate Tello's 
teachings as Tello discloses that his invention would provide for a means for controlling 
access to a computer and sensitive data stored on it at the pre-boot phase and during 
operation of the computer (col 4, lines 57-61). 
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Conclusion 

THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 8:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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